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Democracy is one of the processes that has become electronic over the years, and Brazil, as one of the countries with the
largest democracy in the world in terms of number of voters, has also started the informatization of the voting process.
However, it is important to note that, in addition to advantages that an all-electronic voting process brings to an election, such
as rapid vote tabulation and the availability of results, there are technical issues to be addressed to prevent fraud and system
failures, ensuring a fair process. In this sense, this paper presents a case study that analyzes what are the problems faced in
the Brazilian electronic process by studying public reports released by the authorities. Brazilian e-voting system has several
security mechanisms, such as voter authentication by biometrics, and is capable of detecting unauthorized modifications.
Our findings show that, despite the Brazilian e-voting technological evolution, the system still faces some problems that can
compromise the outcome of an election, and also bring some doubts about the procedures defined for carrying out public
security tests in the e-voting system.
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1 INTRODUCTION

Since an election is a means by which the population expresses its right to democracy, many countries have been
evolving their voting process, adopting electronic voting systems. These systems can be placed in two categories:
supervised and remote. In supervised e-voting the voter uses physical voting machines at specific locations, while
in remote e-voting the vote can be registered by the Internet, using their own computer or smartphone [22].

Brazil uses a supervised e-voting system, with the voting machines maintained by the Superior Electoral Court
(SEC)!, which is responsible for the entire Brazilian electoral process. This system requires strong protection
mechanisms, to ensure the security of the data and process itself. In order to an election to have credibility, it must
be transparent, complete and authentic and, above all, the voter must be sure that his vote is totally anonymous.

Seeking to improve the system, Brazilian Electoral Justice? carry out internal tests and also promotes Public
Security Tests (PST), where experts can carry out attack plans against the Brazilian Electoral System. The breaches
found by the experts are reported, documented and then SEC is ensured to apply appropriated corrections [18].

This paper aims to compile and analyse all attack plans presented in five editions of PST, assessing the security
of Brazilian Electoral System, and reporting what breaches the voting machines and the system is susceptible to.
We also seek to explore the limitations of PST, since it does not cover all aspects of the electoral process.

!Maximum body of the Electoral Justice, which plays a fundamental role in the construction and exercise of Brazilian democracy.
2Specialized branch of the Judiciary that acts on issues related to Brazilian elections.
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The remainder of this paper is organized as follows. Section 2 provides background information about the
Brazilian e-voting system, with technological and legal information. Section 3 describes the public security tests,
that are carried out by the SEC and allows researchers and professionals to test the electoral system and find
vulnerabilities. Section 4 presents how this study was conducted, with the definitions and methods employed.
Section 5 summarize the findings described in the PST reports, listing the vulnerabilities found and proposed
solutions, while Section 6 discusses the good and ugly about the PST carried out so far. Section 7 presents previous
research closely related to our paper. Finally, Section 8 concludes the paper.

2 BRAZILIAN E-VOTING SYSTEM

Brazil is one of the largest democracies in the world, where about 80% of the electoral population actively
participates in elections [2]. Currently, the Brazilian Electoral System is totally electronic, but there was a time
when the reality was totally different, with the voter speaking his vote to a clerk, who took notes and then making
the vote tabulation. In the time of the Empire, and in the early years of the Republic, there was no official ballot,
so voters deposited any paper bearing the candidate’s name into ballot boxes. The choice could also be made
only if the voter spoke the name of his candidate aloud [21].

Voting secrecy was guaranteed to voters in 1932 with the creation of the Electoral Justice, which brought the
voting booths and official ballots for voting. Voting ballots started to be deposited at the ballot boxes by the voter,
in envelopes manufactured by the Electoral Justice [21]. The Electoral Code, also from 1932, has provisions for
the use of voting machines, and the search for the automation of the electoral system led to the construction of
many projects of voting machines, but none of them was adopted [8].

The electoral system evolved over the years, and in 1989 an experimental computer was used for a computerized
voting section in Brusque city. At the time, voters used the computer for the second round of presidential elections,
and another computer, installed at the SEC, received the information. This was the starting point for the voting
computerization process [25].

In 1994 occurred the first vote tabulation of a general election using a computerized system located at the SEC,
and the electronic voting process started in the following year, when a committee of jurists and IT professionals
presented a prototype of a voting machine. The new voting machines were introduced in the country in 1996, but
only in 2000 the elections became entirely electronic [27].

2.1 Voting Machines

The development of the voting machines currently used in Brazil began in 1995, from a project created by the
SEC and, despite having several versions, all voting machines are composed of an electoral terminal used to
identify the voter, and another for identify the votes. These two devices are physically connected by a cable, and
as soon as the voter is identified, their data appears on the terminal used to verify the voter, and the voter will be
able to register their votes in the voting machine via keyboard [5].

The voting machine, called Direct Recoding Electronic (DRE), is a computer running a Linux based operating
system, developed by the Brazilian Electoral Justice. The software runs in a dedicated chipset, in standalone
mode, and software and data are stored in a memory card. The voting machines do not have any type of network
hardware, which makes it impossible to connect to the internet, Bluetooth or other devices. They start operating
at 8 a.m. on voting day, and from 5 p.m. they print the poll tape (or “boletim de urna”), and no more votes are
accepted [6].

For each election, voting machines are loaded with a set of 28 applications developed by the SEC, mounting
the “voting machine ecosystem”, which is responsible for the automation of activities and processes for its proper
operation [27]. The main applications in the voting machine ecosystem are:
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e GEDAI-UE: Data Management System, Applications and Interface with the Voting Machine, which is
responsible for the loader, voting and media flashes for the voting machine, in addition to receiving and
sending correspondence to each Regional Electoral Court (REC);

e SCUE: Voting Machine Loading System, installs the operating system, election data and generates a unique
number for each voting machine;

o ATUE: Voting Machine Self Test System, which is responsible for performing a self test to check the voting
machine components in order to verify that they are working properly;

e VOTA: Collects and counts the votes of an electoral section.

In addition to the voting machine ecosystem, they also have a set of 90 systems for voting machines, which are
sealed and sent to the REC, so that they can proceed with the individual installation in each voting machine.
Each voting machine also receives information about candidates and memory cards that store a copy of the votes
on election day.

SEC also uses the Installation and Security System (ISS), a set of applications and drivers for the Windows
operating system, which creates a security infrastructure and ensure access control for Electoral Justice appli-
cations. ISS monitors and protects all computers integrated into the electoral process in the country. ISS also
monitors the entire life cycle of the election, from voter and candidate records to the generation of databases for
electronic voting machines, reception, transmission and dissemination of results [27].

All systems used by the voting machine are sealed and digitally signed at the Digital Signature and Systems
Sealing Ceremony, a public event required by law that takes place in the SEC, with the participation of political
parties, coalitions, Public Ministry, Brazilian Lawyer Association and authorized people. On that occasion, the
hash of the sealed programs is generated, so that the authenticity of the voting machine can be proven at any
time. Electronic voting machines also have practices and devices to ensure that it is not physically violated [21].

2.2 Zero Tape and Poll Tape

Zero tape (or “zerésima”) is a report generated right after the initialization of each voting machine, and shows
that it has no stored vote. This document is signed by the president and the secretary of the polling station, and
also by party inspectors who are present at the polling station [27].

At the end of the election, five copies of the poll tape (or “Boletim de Urna”) are printed, which is the report
containing all information from the polling station, with the number of votes to each candidate. The poll tape is
also signed by the president and secretary of the polling station and also by party inspectors. Also, the generated
file is encrypted, digitally signed and then transmitted to the Transporter by removing the voting machine memory
card. Transporter is responsible for validating the compatibility of the poll tape’s digital signature public key
with its private key and decrypting it for data recovery. The voting machine memory if physically transported to
the Transporter machine in a package sealed that is also signed by the president of the polling station. [26].

The Digital Record of the Vote (DRV) is the file responsible for registering all votes, recording what was typed
in the voting machine, and it is from the data in this file that the zero tape and the poll tape are generated. Since
it does not register any additional information, it is hard to link the vote with a respective voter, as each vote is
stored in a random position in the file. This file is very important tool for auditing the tabulation of a pooling
station [27].

2.3 Transmission of Results and Tabulation

Elections end at 5 p.m. in each of the polling stations, when the president of the polling station generates the poll
tape, using his own password. Five copies are printed: three are sent to the Electoral Registry; one is fixed outside
the polling place; and the last one is delivered to the party representatives. The data stored in the voting machines
are digitally signed and recorded on the results media, which is encrypted using standards algorithms defined by
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the SEC. These data are sent to the transmission centers through an encrypted network, used exclusively by the
Electoral Justice [27].

Electoral Courts have security mechanisms developed by the Electoral Justice, to ensure that the information
that leaves the voting machine reaches its destination without any change. The transmission channel used to
send the data also receives an encryption layer, preventing external attacks. REC also perform data verification to
check the data integrity, by decrypting the files and checking the digital signature, to prove that the data received
comes from the voting machines of the Electoral Justice.

The files are verified via digital signature and the poll tape are decrypted by using the key of the tabulation
system, which makes the poll tape readable. After check the data, they are forwarded to tabulation and publishing,
and the null and white votes are not considered in the sum of the valid votes. The results are forwarded to the
SEC in Brasilia, which is responsible for tabulation and publishing, which can be monitored in real time, and it is
possible to follow the evolution of the tabulation every minute [27]. All steps performed after closing the polling
station are shown in Figure 1.
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Fig. 1. Transmission, tabulation and publishing voting results.

3 PUBLIC SECURITY TESTS

Public Security Tests (PST) are events promoted by the Brazilian Electoral Justice that gathers several experts in
computer science, in order to carry out attack plans against the security mechanisms of the Brazilian Electoral
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System, in an attempt exploiting known or unknown vulnerabilities. These events allow to reveal eventual
threats and vulnerabilities, in the procedures and in the process itself. In addition, the event also aims to test the
trustworthy of the polling and vote tabulation, checking the system robustness and maturity, in order to make
constant improvements in the whole process [18].

PST is carried out following three stages that involve the preparation, execution and evaluation of the event.
Each expert (or group of experts) must register their attack plans, which will be revised and validated by SEC.
Accepted attack plans are executed by the experts and then the evaluation committee analyzes the test reports
of each expert, and produces the final report that presents the results achieved. The event also has support
commissions with SEC members, who guarantee the execution of the event as scheduled [18].

The first edition of PST was held in 2009, where researchers from different institutions and areas of information
technology carried out different attack plans against the system and the exposed ideas contributed to the
technological improvement of the voting process. The following edition of the event occurred in 2012, and the
researchers were able to participate in the preparation phase of the voting machines, having access to its source
code and they could learn more about the peculiarities of the system and carry out their attack plans [18].

Despite the success of the event, SEC received some criticisms and suggestions regarding the methodology
used in the evaluation of the work developed by the researchers, and chose not to realize the event in 2014, so
that it could review the evaluation methodology, in order to improve the event for the following editions. The
following event occurred in 2016, with several researchers achieving the expected results. The same occurred in
the year 2017, when investigators detected some bugs in the system, being able to explore some vulnerabilities.
The most recent edition of PST was held in 2019, and achieved positive results for one group of researchers,
which using a light version of the system and reverse engineering techniques, were able to succeed in executing
the test plan [18].

4 RESEARCH METHOD

This section describes how the case study was conducted, from its planning, data collection and analysis.

4.1 Case Study Design

The main objective of this study is to investigate the occurrence of failures and vulnerabilities in the Brazilian
Voting System, by security technicians and experts, during the PST editions carried out by the Electoral Justice.
For this, a comparison of the results of the five PST editions was performed aims to verify if the failures and
vulnerabilities were fixed or reoccurred in the next edition. Furthermore, it was also analyzed whether these
problems were fixed before the election took place.

In order to address this objective, we observed the methods to identify failures and vulnerabilities; counter-
measures to address failures and vulnerabilities identified; and successful and unsuccessful attack plans. Thus,
we defined two research questions:

e RQ1: Which failures and/or vulnerabilities were identified in the PST?
Rationale: This question seeks to answer if failures and vulnerabilities were found during the PST editions,
and what were those failures and vulnerabilities. As a result, the answer for this question can serve as to
make improvements and refinements in the electoral system.

e RQ2: How failures/vulnerabilities identified in the PST editions were fixed?
Rationale: Identifying how solutions fixed the failures and vulnerabilities reported by the IT experts. We
would like to develop an understanding of how these solutions can aid to obtained constant improvements
in the whole process of the electoral system.

e RQ3: Is the PST adequate to assess the security of the Brazilian voting system?
Rationale: We seek to assess whether the PST is effective as a mechanism to test the security of the voting
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machines and the voting system. The answer to this question can lead to recommendations to improve the
security tests performed on the voting system.

4.2 Data Collection Procedures

There are several different sources of information that can be used in a case study. The main source of information
in this investigation is the archived data. With this source, an independent analysis is performed where already
available and sometimes compiled data is used [28].

In this method, the failures and vulnerabilities, countermeasures to address failures and vulnerabilities, and
successful and unsuccessful attack plans variables could be captured. The archives data used in this study consists
technical reports that contain information about each of the PST editions, which are published on the Electoral
Justice website [18]. These reports are written by a technical commission and includes all the attack plans carried
out in the electoral system, as well as the results obtained.

The data was collected and analyzed simultaneously, in incremental and iterative steps to answer the research
questions.

4.3 Analysis of Collected Data

The analysis aims to derive conclusions from the data, keeping a clear chain of evidence. The chain of evidence
means that a reader should be able to follow the derivation of results and conclusions from the collected data [29].

This study analyzed the collected data qualitatively through grounded theory. This technique was used to
code, categorize and synthesize the data of each PST edition, as proposed in the constant comparison method [7].
The coding process involves attaching codes, or labels, to pieces of text that are relevant to a particular theme or
idea of interest in the study. After coding the transcriptions, the codes were reviewed to identify similarities,
duplicates, or misleading codes. The codes discovered from the transcription of each PST edition were constantly
compared to codes in the same edition and from other PST editions. A code list was categorized considering
the interest of the research questions, which contains: (i) failures and vulnerabilities; (ii) countermeasures; (iii)
successful attack plans; and (iv) unsuccessful attack plans.

5 FINDINGS

This section examines the results achieved regarding the data collected in the public reports made available by
the Electoral Justice. The results of our case study are shown according to the PST editions.

5.1 First PST Edition (2009)

The year of 2009 set the beginning of PST, which occurred between November 10 and 13. We observed that the
voting system presented no major vulnerabilities in the tests performed, where no investigator was able to alter
the destination of the votes or break the secrecy of the vote. Some attacks allowed changes or insertion of files,
but they had no major consequences due to the defense mechanisms of the voting machine. SEC points out that
some of the security control mechanisms of the real operating system have been disabled to carry out the PST, in
order to make it easier for investigators to carry out their attack plans.

One of the investigators aimed to break the secrecy of the vote by capturing the electromagnetic radiation
emitted by the keyboard of the voting machine during the voting. These radiations allow you to monitor the
typing of numbers on the voting machine keyboard, which could lead to the identification of the vote. The
test was partially successful, since the distance between the radio device and the voting machine was only five
centimeters and, taking into account that in a real scenario the voting machines are in an isolated environment
and under surveillance in the polling stations, this is not viable type of attack. Despite this, the voting machines
manufactured later started to encrypt the terminal keys, so that a different electrical signal is produced each
time a key is pressed, preventing any attempt to identify a pattern of key pressing. Other investigators tried to
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insert a file into the voting media, but this action was rejected by the voting machine system. Also, two other
changes to system files were immediately detected by the voting machines’ security modules. The change of
a file, the attempt to generate the media without the use of the media generator, and the attempt to start the
system through another program were prevented by the security barriers of the electronic system, mainly by
digital signatures and the use of encryption mechanisms [12].

5.2 Second PST Edition (2012)

The second edition of the PST occurred three years later, between March 20 and 22, 2012. Among the large
number of attack plans sent, many did not present any important contribution to improve the process of the
system, and some of them were not properly concluded, thus not being evaluated by the commission. One of the
groups was successful in executing the attack plan due to an error in the Digital Record of the Vote (DRV), where
the written sequence is deterministic and can be derived independently from the public products of an election.
Upon having possession of the DRV, it was possible to redo the sequencing of votes, but SEC says that is not
possible to violate voter secrecy, since the group was unable to obtain the sequence of voter attending, and thus
it was impossible to relate the votes in the file with the voters [13]. Despite this, it was demonstrated that the
vote can be linked to the voter even if the data is randomized [4].

According to SEC, the results achieved by this test was a valuable contribution to the improvement of the
process, but points out that there is no way to relate a vote to one person, since in the testing phase the team
had access to all source codes used in the voting machine, which does not happen in a real election. He also
commented that the test managed to write the order in which the votes were entered in the voting machine, but
it would be unlikely to be able to relate to voters, because the voting occurs on a first-come, first-served basis,
and the list of voters is available in the polling station is in alphabetical order [13].

5.3 Third PST Edition (2016)

This PST edition was realized in 2016, on March 8, 9 and 10. We observed that there were many successful attack
plans. However, taking into account a real scenario, these results are unlikely to be a threat to the system, since it
is necessary a breach in the electoral procedures, in addition to the corruption of the members involved. On the
other hand, some tests were successful and made important contributions to the improvement of the system.

One of the investigators was able to access the poll tape and change its results, using it as an entry to the
Ballot System (SA) of the voting machine and producing a new valid poll tape with fake results. In response, SEC
corrected this problem by modifying the poll tape’s verification code algorithm, now using an authenticator. To
add a new layer of security, a QRCode with digital signature was also included in the poll tape, which allows
interested parties to check its authenticity and integrity.

In addition to this vulnerability, another group of investigators also succeeded in executing their attack plan,
being able to record the voting machine’s audio instructions, which are used by blind people in voting. These
instructions include the keys pressed and the vote confirmation. In the attack, audio was activated for each
previously registered voter or for all voters in a previously configured section, without exceptions. The solution
presented by the SEC was to restrict the use of audio only to previously registered voters or unlock it by the
polling station president. In addition, whenever the audio is activated, a message is displayed on the voter’s
terminal alerting about the activation of this feature, and if the audio was improperly activated, the voter can ask
the polling station official to suspend their vote and verify the equipment in the voting booth [14].

5.4 Fourth PST Edition (2017)

The fourth PST was held from 27 to 30 November 2017 and had 14 participants, divided into 4 groups and 4
individual participants. Several attack plans were rejected by the event’s evaluation committee, and were not
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carried out. On the other hand, some attack plans have been carried out, but have made no relevant contribution
to improving the system.

In contrast, several tests were carried out successfully, presenting several contributions, among them, the
leakage of the cryptography key from the voting machine media in the source code inspection environment, a
bug in the digital signature check mechanism and absence of complementary digital signature in two system
libraries. In this sense, SEC worked to correct these vulnerabilities, which the bug in the signature mechanism
was corrected and the number of libraries was reduced. Software testing processes have also been improved by
including a validated signature on all runnables, encryption keys present in the boot loader and the kernel have
been removed and a key derivation mechanism was implemented based on information present only in the BIOS
of the voting machine. Another point observed was the ability to boot the voting machine operating system in a
virtual environment, aiming at carrying out possible reverse engineering in order to obtain cryptographic keys.
In response, SEC enforced the encryption of the operating system in a way that only the voting machine is able
to decrypt and start the system [15, 16].

5.5 Fifth PST Edition (2019)

The last edition of the event occurred between 27 and 30 November 2019. It is important highlight that 7 of
10 attack plans made no relevant contribution to improving the system, and one of them was not executed.
Among the executed attack plans that made contributions, one group of the researchers were able to obtain a
disk encryption key from the Installation and Security System (ISS) using reverse engineering techniques. The
same group also carried out another attack plan with contributions, being able to alter data printed in the zero
tape and in the poll tape.

The secrecy of the vote has not been compromised, and the integrity of the code has still been maintained.
There was also a separate contribution, where an investigator suggested eliminating the standard “end of voting”
sound during the preparation of the voting machine in the polling station, since voters who are already waiting
in line can repeatedly relate the sound to some type of vote manipulation.

SEC listed the countermeasures to be implemented in the system to mitigate the detected vulnerabilities,
which include the removal of the keys contained in the ISS source code. Another countermeasure adopted is
the reduction of datasets registered in files by GEDAI-UE, use of previously signed data whenever possible and
signature in the GEDAI-UE SQLite database. The poll start-up beeps will also be replaced by another audible
signal to avoid confusing voters [17, 19].

6 DISCUSSION

In this section we discuss our findings from the reports published in the five editions of the PST and seek to
answer the three research questions defined in Section 4.

6.1 RQ1: Which failures and/or vulnerabilities were identified in the PST?

A set of vulnerabilities and failures were found in the Brazilian electronic voting system in the five editions of
PST. The first edition demonstrated the possibility of intercepting the numbers typed in the voting machine,
breaking the secrecy of the vote. In addition, it was questioned the lack of standardization of procedures in
Regional Electoral Courts in relation to the process of preparing the voting machines. In the second edition, the
possibility of obtaining the voting sequence in a voting machine was demonstrated, even after the DRV had been
randomized, and documented by [4]. Several possibilities of manipulating the kernel parameters for boot were
also observed, opening backdoors for other attacks.

In the 2016 PST, it was demonstrated the possibility of replacing the voting machine flash card after the end of
the elections, changing the votes before their transmission to the REC. The voting machines’s audio feedback
feature, available to blind people, was also inadvertently enabled and made it possible to improperly record the
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registered votes. In the fourth edition of the PST, the experts were able to obtain the cryptographic key (that was
hard coded) of the memory card that performs the system loading to the voting machine, allowing the inspection
of critical parts of the software and the leakage of other sensitive cryptographic keys. Also, it was demonstrated
the execution of arbitrary code in the voting machine, allowing the insertion of anomalous texts at system startup,
with the results reported in [2].

Finally, in the last edition of PST, experts demonstrated that it is possible to tamper with voting machine
preparation data, which can bring damaging results to the election result. In addition, cryptographic barriers
were broken down and experts had full access to the ISS and GEDAI-UE, which is used to generate the voting
machines media.

6.2 RQ2: How failures/vulnerabilities identified in the PST editions were fixed?

After each PST edition, SEC releases a report describing what procedures will be taken to mitigate the problems
found by the experts. To prevent the numbers typed from being captured by electromagnetic readings, the
new voting machines are now equipped with an isolated keyboard, containing a dedicated ARM processor that
encrypts the data before being sent to the voting machine system. SEC also applied some improvements in the
Digital Record of the Vote (DRV), in order to ensure the anonymity of the vote. A set of encryption keys were
removed from source code, the number of libraries used in the system was reduced, and other improvements were
implemented in the encryption procedures. In addition, minor changes were applied to provide better feedback
to the voter.

All these improvements were described in the PST reports, but it is difficult to describe how they were
implemented, or even to ensure that they were implemented, since the source code of the systems used in the
voting machines is not publicly available. Nowadays, the source code is available only to technical representatives
of political parties, the Public Ministry, the Brazilian Bar Association and the Federal Police, among other entities.
Making the source code public available would allow researchers and independent experts to analyze the system
in a more complete and detailed way and would contribute to the transparency of the electoral process.

6.3 RQ3:Is the PST adequate to assess the security of the Brazilian voting system?

It is well known that the PST is a way for the Superior Electoral Court (SEC) to allow the evaluation of the
hardware and software resources used in the elections by external members, but it is still far from covering all the
aspects necessary for IT experts to be able to carry out a broad and detailed analysis of the process. SEC imposes
several limitations to the participants of PST, as described by [24], including a short period of time to analyse
all the source code from the voting machine systems, without the possibility to take notes or make changes in
the code to understand how it works. In addition, there is no guarantee that the code examined in the tests will
in fact be used in the elections, since the development of the system continues until the next election and may
introduce new vulnerabilities.

Also, not all systems used during the election are subject to analysis by the experts. Despite the fact that, over
the years, new systems are included in the hall of possibilities for investigation during the PST, important systems,
such as the biometric identification, tabulation system, compilation environment, generation of cryptographic
keys, post-election archives processing and voting machine preparation system are still out of scope.

Another issue is the fact that researchers must register their attack plans before the event, which will be
analyzed by the SEC committee and can be rejected if they do not meet the requirements imposed. Such restrictions
can bias the test result, since, knowing in advance the details of the attacks that will be carried out, SEC can add
barriers that make it difficult to execute and give the impression that the system is secure. Despite this, the results
obtained in the PST offer sufficient parameters to increase the system’s resistance against external attackers, but
the system may still present vulnerabilities against an internal attacker with privileged access. Finally, a set of
recommendations for improving the scope of the PST are given by [4], [3] and [24].
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7 RELATED WORK

Freitas et al. [10] aims to describe issues of evolution, challenges, logistics and security information based on
the testimony of those responsible for the implementation and development of the Brazilian Electronic Voting
machines. The results achieved by the authors highlight challenges overcome by the Brazilian Electoral Justice
in the adoption of e-voting in the country. Perhaps the biggest one is the training of voters in the use and
transparency of the system. Concerns about audits, costs and security are the main objections against electronic
voting. When it comes to transparency, the system shows weakness, but official SEC representatives say that
since 1996, when the voting machines were introduced in the country, there was no evidence of a proven fraud
situation.

An approach seeks to analyze the question of the trustworthy of the Brazilian Voting System, analyzing the
impact of this reliability on the 2014 presidential elections, considering the perception of voters’ confidence in
the system used by the country. Through a case study, the suspicion of fraud in the 2014 elections is emphasized,
since the victory of a party that had already taken power 12 years ago was not fully accepted by the population.
On that occasion, the opposition party requested to audit the results. The analysis carried out in the case study
aims to investigate the reliability of the results of 2014, where the author concludes that, based on the information
analyzed, the system appears to be safe and reliable, but there are factors that negatively affect the 2014 electoral
structure. One of these factors is that the PST was not realized in the year prior to the 2014 elections. The
author’s final conclusion points out that no type of system is perfectly safe, electronic or not, and that the distrust
factors found in the 2014 vote also would appear if the election was on paper. On the other hand, the credibility
factors presented in the literature review conducted by the author are fulfilled, which may have been sufficient to
guarantee the conduct of the election [1].

Aranha et al. [4] reports a vulnerability in the DRV that allows a complete violation of ballot anonymity, in
addition to others flaws in the voting machine software and its development process. The authors discuss that
the voting machines had no significant improvement in security in the period from 2002 to 2012 and that the
Brazilian voting system does not satisfy minimal security and transparency requirements. Also, a paper report
the experiences and discoveries during the PST occurred in the year 2017, where the authors, using specific
tools and software, were able to identify potential vulnerabilities, where the most important was a vulnerability
related to file system encryption [3]. The authors conclude that the voting machine used in the Brazilian elections
still does not fully satisfy the minimum requirements of security and transparency. In addition, they made
recommendations for the process, in order to provide stronger guarantees of their correct functioning on election
day.

Another experience report is presented by [24], also from PST 2017. The author describes that the methodology
adopted by the SEC for PST 2017 was not clear, and that the inspection in millions of lines of code of the programs
used in the voting system should be carried out in just 3 days. A set of software and hardware used in the elections
are not tested by the researchers in PST, such as the biometric validator and the software used to generate the
cryptographic keys and to prepare the voting machines. The author also point out that there are the human
factor in the security chain of e-voting system, since the voting machines are manipulated by several people in
logistic process.

Finally, the transparency, security and organization of the Brazilian electronic voting system is discussed by
[6]. The authors point out that the Brazilian voting machine is a black box and a postelection audit is almost
impossible. In [20], the authors point out that the use of keys stored in source code, keys loaded into memory,
unique keys and vulnerable or unverified cryptographic primitives indicate a lack of concern and commitment
to security, in addition to the fact that there are no methods feasible to audit the results of an election. Also,
[23] says that Brazilian e-voting system is a risky to democracy due to the lack of emphasis on security and the
market-driven approach.

10



Security and Threats in the Brazilian e-Voting System ICEGOV 2021, October 06-08, 2021, Athens, Greece

8 CONCLUSION

The history of e-voting in Brazil started in 1989, and in 1994 occurred the first vote tabulation using a computerized
system. Only in 2009 the Superior Electoral Court (SEC) organized the first Public Security Test (PST), allowing
IT experts to check the security of voting machines, and only in the next edition of PST, in 2012, the experts
could share their findings and start a debate around the topic.

PST is an important initiative for the improvement of the Brazilian Electronic Voting System, aiming to test
the security, integrity and authenticity of the system used in order to reveal vulnerabilities in it, given the
opportunity to correct these vulnerabilities before the general elections. In addition, the event also aims to assess
the trustworthy of the process and the security of confidential voting. Despite this, the PST does not cover all
aspects and systems used in an election, and imposes a series of restrictions on participants, limiting the scope of
the vulnerabilities that can be found.

Finally, there are still many concerns about the transparency of the voting machine and all the systems that
make up the voting and tabulation processes, as described by [6]. Despite the fact that the process of votes
transmission and tabulation is auditable through the poll tape, there are several discussions about the creation
of independent mechanisms to audit the operation of the voting machines, including a paper trail to verify the
votes stored in the voting machine memory [9, 11].
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